BOTHEHEOE3MEYHNX PEUYOBHH 1 MarepiaiiB (MaJuBHO-MAacTUIBHUX, PO3UMHIOBaAUiB, (pap0d ToImo) Ha
poOOYNX MICIIX 3a00POHSIETHCSI.

[Tpumimnienns, poOOTH B SKUX TOB'S3aHI 3 BUAUICHHAM TOPIOYOrO NHIY, MOBHHHI MaTH
IJIaJIKi TOBEpXHI MNpUJIAAIB OIAJEHHS, a TEXHOJOTiYHe oOJagHaHHS - MICIEBY BUTSDKHY
BEHTHJIALiI0. BUTOTOBIIGHHSI MeTaleBUX KOHCTPYKLIN JEKOpaliil i peKBi3UTY 3BapIOBAHHSAM CIiJ
3MIMCHIOBATH Yy OKPEMOMY NPHUMIIIEHHI, K€ MO)Xe OyTH po3ramioBaHe B OymiBii Tearpy abo
KOHIIEPTHOTO 3ally.

OcTaHHIM YacoM y Hallii KpaiHi BiZOyBaeThCs MPOIIEC MOJIepHizalii OCBITHROI cucTemu. Li
3MiHM BiZIOyBalOTHCS 32 TPhOMa OCHOBHHMH HAIIPSIMKaMM: BXOJDKEHHS IO CBITOBOTO OCBITHHOTO
MIPOCTOPY; TMOIIYK HOBHX 3ac00iB 1 MeToaiB (OpMYBaHHS TBOPYOi OCOOMCTOCTI; IOAAJIbIIA
iHTerpamiss OCBITHIX (akTopiB (IWIKOJIM, pPOAWHM, CcycrmiibcTBa). OnHIEH 3 TMeJaroriyHux
TEXHOJIOT1H, sfika CHOpsSMOBaHAa Ha TOKPALICHHS Ta PO3BUTOK KOHCTPYIOBAHHS OJATY, € METOJ
TBOPYHX MPOEKTIB 200 MPOEKTHO-TEXHOJIOTIYHUN MeTox [2].

[lepeBara mpOEKTHO-TEXHOJOTIYHOTO METONYy, B MOPIBHSAHHI 3 MOMEpPEAHIMH, HacaMIepe.
MOJISATAaE B TOMY, IIIO YYHI ITiJT 9ac i€l AISUTBHOCTI OUTBII aKTUBHO 3a7Ty4ar0ThCS 0 CaMOCTIHHOI,
MPAKTUYHOI, MJIAHOBOI Ta CHUCTEMATHYHOI POOOTH, B HUX BHUXOBYETHCS MPArHEHHs [0 MOIIYKY
NUIIXiB CTBOPEHHS HOBOrO a00 OUIbII SKICHOTO BIOCKOHAJICHHS ICHYIOUOTO BHUPOOY
(marepianbHOTO  00’€KkTa), (OpMyeTbcs YABIEHHS TMpo #oro MailOyTHE 3acTOCYBaHHS;
PO3BHBAIOTHCS MOPAJIbHI Ta TPYIOBI SIKOCTI Y4HS, MOTUBHU BHOOpY mpodecii.
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IMPLEMENTATION OF BLOCKCHAIN TECHNOLOGIES TO ENSURE
SECURITY IN THE INFORMATION SPACE

Debre V. S.
Kharkiv

This article discusses the relevance of blockchain technologies as a tool for security in the
information space. This topic is important because the latest informational technology
advancements are developing fast enough to maintain and develop the safe use of this technology in
various fields, namely in the financial and banking sectors. Moreover, the development these
technologies allows modern society to use modern cashless payments and enter into contracts
online. The issue of this article is important in today's world, giving the trends of globalization and
is of great importance at the level of development of modern informational technologies. After all,
in today's world the process of transition to a post-industrial society is impossible without the
implementation of these innovations.

Keywords: blockchain, informational space, paypal, smart contracts, security

The number of cryptocurrencies illustrates Blockchain’s importance, currently exceeding
1900 and growing. Such a growth pace could soon create interoperability problems due to the
heterogeneity of cryptocurrency applications. Fran Casino, Thomas K. Dasaklis and Constantinos
Patsakis researched this topic and found the following theses. The landscape is rapidly evolving as
blockchain is being used in other fields beyond cryptocurrencies, with Smart Contracts (SCs)
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playing a central role. SCs defined in 1994 as: «a computerized transaction protocol that executes
the terms of a contract», allow us to translate contractual clauses into embeddable code thus
minimizing external participation and risks so therefore providing high level of expanding
information. In particular, blockchain-based systems supporting SCs enable more complex
processes and interactions so they establish a new paradigm with practically limitless applications.

Information technology is an industry on the rise, and business structure, job growth, and
emerging technology will all shift in the coming years. Current trends are improving and presenting
new functions in fields like medicine, entertainment, business, education, marketing, law
enforcement, and more. Still, other much-anticipated technology is only now coming on the scene.
At first sight it’s clear and obvious, that Bitcoin used and uses standard technologies which are
available for over 20 years. Then you realize that you don’t know very much about Blockchain and
there so many dimensions you didn’t think off in the first place — until you are completly convinced
to truly understand the matter. But that point is probably just the start of a new cycle exploring,
realizing importance of informational security.

That is why, our work should be considered to be relevant and useful, for all people, either
scientists in cryptography or people working on the farm. This problem is worth to be taken into
consideration on all levels of its adoption.

Innovations in IT change internal company processes, but they are also altering the way
customers experience purchasing and support — not to mention basic practices in life, like locking
up your home, visiting the doctor, and storing files.

One of the biggest innovations that has happened to the humanity throughout recent decade
is the system of blockchain. Hence, information technology and its advancements can not be seen in
any perspective without mentioning blockchain.

The research of Swan M., Usenko A., lansiti M., in which problems of implementation of
blockchain technologies in modern metaspace are described and analyzed. This article is devoted to
necessity of implementing of blockchain system in banking and financial sector. The topic of
blockchain is relevant since the study in the perspective area of economic development and priority
directions of development of the banking sector [1, 2, 3].

Blockchain-is a system that allows you to input additional data without changing, replacing,
or deleting anything. In the influx of shared data systems like cloud storage and resources,
protecting original data without losing important information is crucial. Although most people think
of blockchain technology in relation to cryptocurrencies such as Bitcoin, blockchain offers security
that is useful in many other ways. In the simplest of terms, blockchain can be described as data you
can only add to, not take away from or change. Hence the term «chain» because you’re making a
chain of data. Not being able to change the previous blocks is what makes it so secure. In addition,
blockchains are consensus-driven, so no one entity can take control of the data. With blockchain,
you don’t need a trusted third-party to oversee or validate transactions.

Several industries are involving and implementing blockchain, and as the use of blockchain
technology increases, so too does the demand for skilled professionals. In that regard, we are
already behind.

Each day we hear about Blockchain and its ability to transform the banking industry.
Although most articles focus on Retail Banking and Asset Management, Wealth Managers should
carefully follow the development of this breakthrough technology and consider potential benefits
and impacts of Blockchain on their business models. It demonstrates that Blockchain is becoming a
reality, it is definitely transforming the IT infrastructure, informational technology trends and
service offerings of all financial institutions, and thus will transform Wealth Management in itself.

Hyped as the next great thing in the financial services industry, beyond: consortiums of large
banks, central banks, regulators as well as FinTechs are heavily engaged in the development of
Blockchain technology to unlock the full potential of the distributed ledger technology. Current
efforts are concentrating on technology in Retail Banking and Asset Management operations,
focusing on the development of innovations in transparency and auditability. However, Blockchain
brings along advantages and disadvantages for the Wealth Management industry [4].
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Taking into consideration the tremendous market interest and investment inflows,
Blockchain technologies are developing faster than existing ones, such as the internet. Once
becoming mainstream, it has the potential of transforming the IT infrastructure and service offerings
of all financial institutions.

Nonetheless, we are still in a phase of experimenting and, similar to the development of the
internet twenty years ago, only time will tell to which applications this new technology will add
value to. Wealth Managers have taken an observation role and have understood the benefits and the
impact of Blockchain on their business model. Yet, decision makers should start looking at existing
operating models and shift towards a participatory role over the coming years. This approach, has
already been successful with automated investment platforms and is expected to have similar effects
with the use of Blockchain.

Blockchain is a technology that did not exist prior to its discovery. This makes it an
invention rather than a discovery. It combines some advanced mathematical concepts and numerical
techniques. One of such concepts is the problem of the byzantine generals (or byzantine agreement
problem) which solves the filtering of fraudulent information. A further mathematical concept is the
asymmetric key cryptography (In fact the mathematical algorithm behind it). The special
technological advantage of this is a secure exchange and safekeeping of legal information. Since
written contracts will become obsolete by this technology, it can be anticipated that legal
departments, notaries and all public offices will be able to simplify their business. A certain
reluctance against this development will arise. While this seems to be the most revolutionary aspect
of the blockchain, its popularity rather stems from its application as a currency for instance in the
bitcoin. Payment processes have a huge importance in modern societies as credits and therefore
liquidity is the grease of the economy. Liquidity is provided by currencies. Before we tackle this
subject, we would like to compare the invention of the blockchain to other big discoveries, which
have brought progress to mankind [5].

In order to appreciate sufficiently the impact, which the blockchain technology will have to
our life, let me rank it with other technologies, which had a similar impact in other areas. It is easier
to estimate, in how far the blockchain will penetrate our daily life, when we compare it to other
technologies, which already have succeeded and established their role in the technical world.

The potential of the blockchain technology is comparable to that of the laser in optics. A
laser produces light of best quality by giving a perfectly homogeneous and coherent beam of light
of a specific wavelength. This makes it extremely valuable in spectroscopy, printing and surgery or
even cutting of steel. Yet it does not replace a standard source of light. The laser rather extends the
use of optical methods to areas, which are inaccessible with standard sources of light. This seems to
hold as well for the blockchain. For instance in its application as a currency there are certain limits,
which make it unattractive for substituting standard payment processes. This is not only connected
to the relatively high cost of performing a simple payment with a bitcoin - it is also related to the
time a payment process with a bitcoin consumes. The validation of a new transaction in the hash
lasts up to ten minutes. This is certainly to long for standard purchases, but comparably fast for
transactions between bank accounts.

Another way of its development is the CRISPR/CAS-method is a technique of gene
modification, which was invented in 2012 by Emmanuelle Charpentier and Jennifer Doudna and
has a comparable impact on gene engineering. Gene manipulation certainly existed prior to this
technology, since for centuries it has been the objective of all breeding. CRISPR/CAS is the first
technique, which admits the precise edition of the genetic code in specific positions. Gene
manipulation with the CRISPR/CAS-method is not a process of trial and rejection but even though
the effect of any gene manipulation cannot be predicted exactly, at least the intended modification
of a certain DNA-sequence is deterministic. This exactness makes it comparable to the blockchain.
Furthermore, there is a vast number of possible applications - in deed as many as useful
modifications of the genetic code in species are conceivable.

Crypto currencies apply blockchain to the payment process. Its advantage over standard
payment methods is the absence of a clerk as a third regulatory party. This reduces the cost of a
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transaction with respect to cross-border transactions executed with Credit Cards, PayPal or
comparable international systems [6].

However, the cost varies with the time the transaction takes for confirmation. This time lies
below the average transaction time of the abovementioned payment methods (Of course, it has to be
compared to the time the amount arrives at the selling party’s account, not the time until the
purchase has been confirmed.) Thus, the short processing time of international payments is another
advantage over the standard payment methods. This does not hold for the cash or electronic
payment with local currencies. In the case of private direct debit payments, banks often take the
transaction costs. Therefore, the superiority of payments with bitcoins seems to be limited to the
abovementioned international payment methods. Other aspects have to be considered like use of
crypto currencies for illegal financial transactions but in general, the advantages of bitcoin
payments seem to overrule the disadvantages for international transfers.

The idea of electronic contracts based on the blockchain generalizes easily to the concept of
«Smart Contracts». A smart contract is a computer protocol intended to digitally facilitate, verify, or
enforce the negotiation or performance of a contract. One important generalization is the timely
separation of the signing of the contract and its execution. The electronic execution will then
happen automatically without further interference of an individual. There are a couple of
applications like the execution of future transactions like coupon payment or expiring of a call or
put option, and also in cases of inheritance or settlement of goods or any kind of warrants or
authorizations whose execution is deterministic under certain events. Nowadays notary’s offices
sign and guarantee such contracts [7].

If the number of present applications of Blockchain technology is abundant, the same holds
to a higher extend for the number of conceivable future applications. Since this is not the focus of
this article, we just want to address one of the most surprising applications, which has the potential
to revolutionize our society, i.e. DAO or decentralized autonomous organizations sometimes also
referred to as DAC or decentralized autonomous companies.

A decentralized autonomous organization is composed of actors, who are subject to a set of
rules imposed by a computer program, which is agreed upon and trusted by all actors and
unchangeable by authorities, others than the actors or an exclusive board of stakeholders. The rules
and agreements are encoded in a blockchain, such that it persists and cannot be manipulated or
obscured retroactively. If the payment process and the set of rules, which organizes the workload is
well defined in this register, all administrative processes turn to be automatic. Its execution is
guaranteed by smart contracts sitting on top of this organization. In order to keep this a flexible
organization it is certainly necessary to implement a board of stakeholders who do not intervene
into the actual operating process but who review the set of rules and are allowed to change them
accordingly to a predefined presumably democratic process.

The essential point of this setting is the confidence, which the actors put into the set of rules
encoded in the blockchain. This replaces the role of a centralized organization as it happens with
companies until today. The trust on which bases all human interaction is transferred in the case of a
DAO from an individual or authority or supervisor board to a predefined set of rules encoded in the
text of the blockchain. This transfer of trust to a depersonalized organ is what has stimulated the
thinking of a virtual reality, which superposes in a type of digital hyperspace reality, in which
human actions take place. More precisely, it shows some aspects of gauge field theories in modern
physics [8].

There are arguments that trust in an abstract organization realized by the blockchain is not
possible. De Filippi suggests an additional “layer of trust” called Backfeed, which rewards the
actions taken by the participants. Ultimately, this is nothing but a system of rewards and enablement
provided by smart contracts, which is based itself on an additional blockchain system. Therefore, it
does not exhibit a new quality, but applies blockchain on an additional layer, which depicts human
interaction.

Conclusions: In conclusion, Blockchain is one of the most perspective areas of modern
technology in financial transactions, hence further disclosure of experience with this technology is

45


https://en.wikipedia.org/wiki/Contract

needed in the world together with identifying promising areas of blockchain technology in the
functioning of financial institutions. All transactions are anonymous, therefore this ensures
maximum protection of the confidential data of users.
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INIAIOTOBKA MAWBYTHIX YYUTEAIB TPYZIOBOI'O HABYAHHSI TA
TEXHOAOTIH 3 BUKOPHCTAHHSIM OCHOBHHX 3ACA/l BE3IIEKH
HHUATTEOISIABHOCTI

Hebpe O.C.
M. Ilonmaesa

Anomayia. Y cmammi euceimieno akmyanvhi numanHs 3a0e3nedents 6e3neKku icumms ma
OisIbHOCMI MAUOYMHIX yuumenie mpyoo8o20 HA8UAHHs MA MeEXHON02Il, NPOAHANI308AHO NOHAMMA
«KYIbmMypa 6e3nexku HcummeoisiibHOCMI» ma GUCBIMAEHO i CMPYKmMypy, O00CHIOHNCEeHO DYHKYIL |
Gaxmopu, wo eniugaromev HA GHOpMYSaHHA Kylbmypu Oe3neKu HCUMMEOILIbHOCMI CMYOeHmis
nedazo2iYHUX BUWUX HABUANLHUX 3aK1A0I8, PO3IAHYMO Ne0a02iuHi YMOGU POPMYSaAHHI KYIbmypu
beznexu JHcummeoisnbHOCMi 0cobucmocmi guumens mpyoo8o20o HAGUAHHA MA MEXHONO02I.

Knrouosi cnosa: 6esnexa oscummedisinbHocmi, Kyaibmypa Oe3neKku #cummeoisiibHOCHI,
HaguanbHUl npoyec, be3nexa, mpyoose Hag4yanHs, MexHoa02il.

OBOJIOIHHS HACEJNEHHAM YKpaiHU KyJIbTYpOIO O€3MEKH KUTTEMISUIBHOCTI PO3IIAAalOTh K
TOCTPY COIlIabHYy MpobsieMy CriBpoOITHUKY HarlioHaIbHOTO 1HCTUTYTY CTpPATeTIYHUX JOCIIIKCHb
npobiaeMu BIIPOBaKEeHHs KyabTypu 6e3nexu B Ykpaini Jl. C. biptokos, O. O. Maprtiomesa, 0. M.
Ckanenpkuii, JI. J[. Suenko. O. 1. 3amoposkenps mociimkyBaB OCHOBHI (DyHKIIT Ta 0COOIHUBOCTI
KyJbTYpH O€3MeKH XKHUTTEAIIbHOCT. [0 mpobiemMu BU3HAUEHHS aKTYaJIbHOCTI W OCOOIMBOCTEM
dbopMyBaHHS KYIbTYpU OE3MEKH KUTTEMISUIBHOCTI 3BEepTacThesl Aochigauk-neaaror M.O. 3opina
[3].

Jisa BipHOi OLIHKM TpobiieMu (QOpPMYBaHHS KyJIbTypu O€3MEeKH KUTTEMISIIBHOCTI Y
CTYJICHTIB TMearoriYHUX BUIIMX HaBYAIBHUX 3aKJIaJiB HEOOXiAHO BUCBITIIMTH aKTyallbHI MUTaHHSI
3a0e3meueHHs] O€3MeKu JKUTTA Ta MAUIBHOCTI (axiBLIB Yy PI3HUX Tally3dx AiSUIBHOCTI Ta
[pOaHaJi3yBaTH MOHATTS “KyJIbTypa Oe3MeKH KUTTEAISIIBHOCTI . [[1s BCTaHOBIEHHS MeJaroriYHux
yMOB (hOpMyBaHHSI KyJIbTypu O€3MEKH >KUTTENISIBHOCTI CTYAEHTa BapTO JOCHIIUTH CTPYKTYpPY
KyJbTYpH O€3MeKH XHUTTEMISIBHOCTI ocobucTocTi, ii ¢yHKUii 1 (akropu, IO BIJIMBAIOTH Ha
dbopMyBaHHS KYJIbTYpH O€3IMEKH >KUTTEMISLUIBHOCTI MalOyTHIX (axiBiiB. OgHUM 13 OCHOBHHUX
¢dakTopiB 3abe3nedyeHHs CTAOUIBHOCTI COIIAbHO-EKOHOMIYHOTO PO3BUTKY KpaiHM € KyJbTypa
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