BUPOOHMYKMX MAaNCTEPHSIX HECE BUUTEIb, SIKUI Kepye i€t podoToro [4].

MaiicTepHi HAaBUAJIILHOTO 3aKjaly BUKOPUCTOBYIOTHCS IIiJl 4Yac TPOBEICHHS 3aHATH 3
TPYJOBOTO HAaBYAHHS 1 MOALISIOTHCS HAa HABYAJIbHI MaWCTEPHI 71 TPYAOBOTO HAaBYAHHS MOJIOIINX
IIKOJISIPIB; HABYAJIbHO-BUPOOHMYI MANCTEpHI, y SKHX 3IHCHIOETBCS TPYIOBE, TOMPO(dIIbHE
HaBYaHHS 1 gonpodeciiiHa MiArOTOBKA YYHIB CEPEIHBOr0 IIKIIHHOTO BiKY; HaBYAJIbHO-BHPOOHUYI
MaiCTepHi 3arajlbHOOCBITHIX HAaBUAIBHUX 3aKJaiB CHUCTEMH 3arajbHOI CEpeAHBOI OCBITH s
TPYZOBOTO 1 BUPOOHWYOTrO HaBUaHHsS Ta MpodinbHOI, Honpodeciiinoi i mpodeciiftHol miaroTOBKU
YVYHIB CTapIIOTO MIKIILHOTO BiKY. [IpuMileHHs: MalicTepeHh HaBYAJIBHUX 3aKJIaJliB, PO3MIIIICHHS B
HMX oOOJamgHaHHS 1 MEXaHi3MIB IIOBMHHI BIOMOBIZATH BHMOTaM OO0 OCBITJIEHHS, OIAJEHHS 1
BEHTWIALI, 3 Oe3meku mpari J0 OOJIaJIHaHHS, EJIEKTPOOE3NeKH, MOKEeXKHOi Oe3neku. Buwrens
HaBYa€ y4YHIB OE3MEYHOTr0 NOBOKEHHS 3 HAsIBHUM Yy MaicTepHI 0071aJHAaHHAM, a TAKOXK OE3MEeYHNX
METO/IiB BUKOHAHHS poOiT; 3a0e3redye TOTPUMAaHHS BUMOI OE3IIEYHOTO MPOBEACHHS HaBYAIBHO-
BUXOBHOT'O TIPOIIECY; HECE BIAMOBINANBHICTH 32 30epeeHHs 00JaqHAHHS MANCTEpHI, CIIPaBHICTh
3ac00iB MOKEKOTACIHHS; CTEKHUTh 32 CBOEYACHUM IIPOBEJCHHSIM TEXHIYHOTO OOCIyrOBYBaHHS Ta
PEMOHTY oOnazHaHHS MaiCTepHi; 31MCHIOE HAaBYAHHS Ta IHCTPYKTaX Y4YHIB 3 OXOPOHH IIpalli,
O€3IeKH KUTTEMISIBHOCTI; 3/IIMCHIOE TEPITy JOTIOMOTY Y pa3i HEIIACHUX BHIMAJKIB, IO CTAJIUCS 3
y4YHsSIMU B MaiictepHi [2].

VYci nanpamroBanas Jl. O. TXOp:KeBCbKOT0 BTUIIOIOTHCS B MPAKTUKY 1 B HAIl Yac, 3aBISKU
HUM aKTUBI3YETHCS TIPOIEC TPYJOBOTO HABUAHHS YYHIB CTapIIMX KJAaciB, CTA€ MOXKIUBUM
BUpilIEHHA MpoOieM Oe3meku TpyAOBOro HaByaHHS miAmiTkiB. Came HayKOBOMETOJIWYHI
KOMILIEKCH, po3pobieni Jmurpom OrekcaHIpOBHYEM 3YMOBWIIM XapaKTEPHI TEHACHIT PO3BUTKY
Ta CTAHOBJICHHS TPYJOBOTO HaBYaHHS IIKOJSAPIB Y 3aKJIafaxX 3araibHOl CepeaHbOI OCBITH Y KpaiHH.
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CRYPTOCURRENCIES IMPACT ON BUSINESS TRANSACTION SECURITY
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Annotation. This article discusses the security of business transactions. This topic is very
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important because the online transaction market is growing at an incredible rate, and it is
extremely important to protect them from hacker attacks. Cryptocurrencies are one way to solve
this problem. In addition, recently, more and more areas of life are moving to a remote form of
financial flow, and with increasing market size, this topic will remain relevant. As a result, the
integration of the blockchain system into the banking and investment systems is inevitable.
Therefore, structuring and further studying a given topic are extremely necessary.

Key words: blockchain, smart contract, cryptocurrency, transaction security, bitcoin,
ethereum, Cryptocurrency Security Standards, business transaction.

Introduction. With the development of new technologies and information space, the
question of business security of new forms of online work is urgent. One of the newest and safest
technologies, which introduces new levels of protection to personal accounts and money transfers,
is the blockchain. A new type of interaction and establishment of business transactions allows you
to do without intermediaries and enter into smart contracts with minimal fees and protection against
unauthorized access to the accounts of the originators.

Aim. Over the last decade, the number of crimes related to online money transfers has
increased, and many businesses and individuals have online or unprotected online accounts. Direct
transfers of banks to another account are not always secure. To provide the necessary level of
protection, they have to spend significant resources on the secure operation of servers and systems
that serve them. Due to this, the price of the transfer commission increases significantly. Cash
transfers require resources for transportation and longer order processing. Therefore, the only
alternative to these methods is the blockchain system.

Materials and methods. Blockchain technology is commonly used to create
cryptocurrencies. Cryptocurrency security encompasses everything you need to know about the
potential dangers of cryptocurrency and the fundamentals of what you can do to make your setting
related to your crypto investments or trades safer and safeguard your crypto assets.

The method transactions are recorded in «blocks», and the blockchain describes as time-
stamped. It’s a lengthy, complicated procedure, but the result is a secure digital ledger of
cryptocurrency transactions that hackers can not influence. Transactions also necessitate a two-
factor authentication process. While security measures are in place, this does not mean that
cryptocurrencies are immune to hackers [1].

Also, as cryptocurrency sees increased adoption, state, local, tribal, and territorial (SLTT)
governments are encountering malware designed to steal or mine cryptocurrency. Their systems are
held for ransom payable only via cryptocurrency. Bitcoin (BTC), the first cryptocurrency to see
widespread use, emerged in 2009. Today, there are hundreds of alternatives to Bitcoin. Popular
alternatives include Litecoin (LTC), Ethereum (ETH), Bitcoin Cash (BCH), and Monero (XMR).
Most cryptocurrencies are decentralized, operating without the oversight of trusted authority and
instead relying upon the security of cryptographic algorithms and ledger distribution commonly
achieved through blockchain technology. This independence grants company and individuals the
freedom to transfer funds directly to one another.

Even if it provides high security and independence for cryptocurrency, it has risks that arise
while engaging in the crypto sector:

The first risk is that people can leave cryptocurrency on exchanges. It especially happens
when they first start trading cryptocurrencies. If funds and crypto coins are readily available for
transactions, hackers, unfortunately, take the possibility to get all money by getting access to an
account on the exchange. Moreover, exchange hacking is not confined to other parties, employees
and even exchange founders who can commit significant fraud.

The second risk is in contrast to leaving seed phrases in centralized cloud storage. Several
examples of seed phrases are backed up on local devices, and if it is subsequently lost or stolen or
the password is forgotten, you can not contact support. The problem with local storage is that it’s
easy to misplace it or for someone to track you down and steal it.

But advanced authentication in cyber security provides another layer of defense that helps
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ensure that when a user is accessing your network, they are that person. By following the next rules
[2], using cryptocurrencies can become protected.

Limit login attempts practice is a standarO0Od network authentication technique that not
everyone implements. Limiting login attempts should not be possible to brute-force an account
through your web user interface. There are a few different ways to limit login attempts. You can
block users who perform too many incorrect logins by IP address, lock down accounts that receive
many false login requests, and notify the account holder in question. You can also do both.

In general, Cryptocurrency Security Standards (CCSS) have ten points that are fulfilled
while setting up cryptocurrency security systems [3]. It is 10-step security put up on three levels.
Thus the standard is followed by most cryptocurrency exchanges. The following are the steps that
most blockchain companies and organizations follow, and investors must invest in the services of
companies following the Cryptocurrency Security Standards:

—Key/seed generation

—Wallet Creation

—Key Storage

—Key Usage

—Key Compromise policy

—Keyholder Grant/ Revoke Policy and Procedures

—Third-party audits

—Data Sanitization Policy

—Proof of Reserve

—Log Audits

Security considered ‘level one’ proves that assets are protected with strong policies and
procedures, while those deemed ‘level three’ exceed security expectations and provide strictly
enforced policies. Users should consult the CCSS to identify the best cryptocurrency systems to use
and keep their currency safe.

Businesses using cryptocurrency can adopt file sanitization to ensure no chance of malicious
code running in the background. Proactive cyber security solutions, such as content disarm and
reconstruction (CDR), help organizations be one step ahead of cybercriminals. CDR ensures that no
malicious malware exists within a file by scanning it and re-building it to the known good
manufacturer’s specification.

Results and discussion. By analyzing data about the growth of cryptocurrencies in the 2021
year, we can assume that capitalization is increasing. According to data [4], the cumulative market
capitalization of cryptocurrencies grew around 300% year over year to $758bn in 2020, as investors
flocked to crypto coins in times of economic uncertainty caused by the pandemic. The combined
value of all crypto coins soared by 220% in the 2021 year, reaching $2.43trn in May. Even above
the market cap reached in 2017, this was considered the break-out year for Bitcoin and other digital
coins. However, 2021 witnessed even more impressive growth, with many major crypto coins
reaching their all-time highs. Bitcoin, the biggest digital currency, accounts for 45% of the global
crypto market cap.

The following data [5] show its price rallied over 100% this year alone, helping its market
cap hit $1.1trn last week. Compared to $178bn in 2020, this represents a massive 515% increase in
a year. However, the latest boost in the cryptocurrency market has been equally driven by
impressive Ethereum growth. In 2020, the combined value of all Ethereum coins amounted to
$23.4bn. Over the next twelve months, this figure soared by 1,656%, three times the growth rate of
Bitcoin.

Conclusions. Therefore, the development of the crypto market and its execution in business
processes will decentralize and ensure the safe use of these processes. The general trend of rising
capitalization of cryptocurrencies indicates an increasing role in this area in the future. As the
impact of cryptocurrencies boosts, transaction security will increase significantly. Therefore,
research and implementation of new systems to protect personal data and accounts is an integral
part of human development in a post-industrial society.
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3ATPO3A MOIIHPEHHIO IH®EKIIHHUX 3AXBOPIOBAHb B PEAAISIX
BIMCBKOBOTI'O CbOI'OAEHHS: MIKPOBIOAOTI'TYHI ACITEKTH

/lepes’anko Temana Bacunisna, 3ésa201vcoka Ipuna Mukonaiena,
Ilonancoeka Banenmuna Ilasniena
Ilonmascovkuti depocasruti MeOUYHULL YHIgepcumem

Anomauia. Y cmammi po32naHYMO YUHHUKU NOWUPEHHA [ pO36UMKY IHGheKyiunux
3ax60pr6anb AK ceped UYUBLILHO20 HaceleHHs, makx i eilcvbkosocayicoosyie 3CY 6 ymosax
BIlICbKOBUX NOOil, sAKI ckaanucs Ha mepumopii Ykpainu 6 2022 poyi. Haseoeno npuxiaou
iHGhexyitinux Xx60po6 pi3Hoi emionoeii, ix wiAXu nepedauvi, AKI CMAHOBIAMb 3A2P0O3Y U000
NOWUPEHHSL 8 YMOBAX HAO3BUUALIHOI cumyayii 8ilicbK08020 Xapakmepy i € NOPYUEHHAM HOPMATbHUX
VMO8 Hcumms ma OisibHOCMI 100ell.

Knrouoei cnosa: ingexyiiini 3ax60piosannsi, 8iticbko6i nooii.

[IpoTsirom yciei icTopii CTAaHOBJICHHS JIFOACHKOTO CYCHUIbCTBA 1H(EKI[IIHA MaTOJIOTIs
3aBXKAM JIOMIHyBaJla B CTPYKTYpl 3aXBOPIOBaHOCTI Jojei. He3pakaroun Ha 4MCIEHHI HAyKOBO-
NPaKTUYHI 3700yTKM B Taiy3l MEIWLUHWHH MHUHYJIOTO 1 TEHepIlIHbOro CTOMITh MpoOIeMu
iH(eKIIIHOT maToorii 1 Ha ChOTOAHI HE BTPATHIIN CBO€T akTyallbHOCTI [1].

Ha »xanb, y 3B’s3Ky 3 BilicbkkoBuUMHU AisiMu 2022 poky B YKpaiHi MOXKE€ CKJIAcTUCS BKpail
BaXKa CHUTyallid 3 MNOUIMPEHHSIM 1 PO3BUTKOM Oararthbox iH(MEKLIHHUX 3aXBOPIOBAaHb K Cepel
[IMBUIBHOTO HACEJICHHS, TaK 1 BIMChbKOBOCTYk00BIIB 3CY. Tomy, npobdsemu 1HHEKTOIOTI HE JHIIIE
HE BIAIMIIIN HAa IpYTUi T1aH, a, HABMAKY, MMiTHSIMCS Ha BUIIUI piBeHb aKTyalbHOCTI.

B ymoBax mpupomHOro, a i JIIOJAMHM 1 COIIaJBHOTO CEpPEOBUINA, MIXK YYTIUBUM
MaKpOOPTaHi3MOM 1 MaTOr€HHUM MIKPOOPTaHi3MOM iCTOPMYHO BHHHUKIIM NEBHI B3a€EMOBIIHOCHHU,
K1 BU3HAYAIOThCA AK 1HQEKUIMHUN Mpoliec, KpaitHIM IPOsSBOM SIKOTO € 1H(EKIIiiTHe 3aXBOPIOBAHHS.
Buau iH¢exuiifHOro mpoiiecy pi3HATbCS 3a MPOSBAMU 1 XapakTepoM IMepediry, 3a XapakTepoM
3apakeHH 1 MOLIMPEHHSIM MIKpPOOpraHi3My Ta HOro TOKCHMHIB B MakpoopratizMi. HaliBaxiauBimioro
0cOOMBICTIO 1H(EKUIHHUX 3aXBOPIOBAaHb € TE, 10 OE3MOCEPEAHbOI0 IPUUYUHOIO X BUHHUKHEHHS €
IIPOHUKHEHHS B OpraHi3M OyAb SKOro MIKpOOpraHizmy (IaTOr€HHOI'O, YMOBHO-IIATOT€HHOTO 1
HaBiTh HEMATOIeHHOTO), KWW, PO3ZMHOXKYIOUNCh, BUKJIMKAE T1 YW IHII MOPYIIEHHS B Ypa)XKCHOMY
Oprasi3Mi, BUIUISETbCS B HABKOJIMILIHE CEPEOBHILE, CTBOPIOIOUM HEOE3IEKy 3apakKeHHs 1HIIHUX
moneid. Tox ocHOBHMMH (akTopamMu 1H(EKUIHHOrO MpOoIecy € NaTOreHHUH MiKpOpraHi3M,
YYTIUBUI MaKpOOpraHizM 1 yMOBU JIOBKIULJIS.

[Iponiec mnommpenHs iHQeKUid B JIOJACHKOMY KOJEKTHBI (emieMiuHuil mporec) —
Oe3nepepBHUN MpoOIEC B3aEMOJII MIKpO- 1 MaKpOOpraHi3MiB Ha MOMYJALIHHOMY pIBHI, SKUN
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